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There are many approaches to threat assessment, and most organizations
follow their own protocols. When assessing written orcommunication,
professionals often have limited information about the author and their
intentions. This makes it difficult to apply standard protocols effectively. For
this reason, the assessment of written communication should be seen as part
of a broader evaluation process. It can complement existing knowledge, support
or challenge hypotheses, and help structure an assessment when other
information is limited.

Dechefr [de - che - pher] is a research-based tool developed to support
professionals working with threat assessment. It automatically generates an
overall risk level and enables users to assess 12 indicators of proximal risk for
intended or targeted violence - manually, semi-automatically, or fully
automatically. Users can also compare a specific case or text with data from
previous offenders and the general population.

Dechefr has been validated in several research studies and is used by
professionals worldwide. Dechefr Assessment is designed to support the
analysis of written communication by identifying warning signs and risk
indicators for violent behavior. By combining linguistics, psychology, and data
science, it helps create a structured psychological profile to support risk
evaluation.

Dechefr is a structured professional judgment (SPJ) tool for assessing written or
transcribed communication to estimate the risk of targeted violence. Like all
SPJ tools, it combines evidence-based risk indicators with the trained
professional’s expertise and judgment to evaluate the likelihood of harmful
behavior.



Twelve indicators of violent behavior

In Dechefr, part of the assessment is based on twelve risk factors associated
with targeted violence. A central challenge in digital threat assessment is
determining which elements of online communication reflect genuine intent or
movement along a pathway to violence. While individual messages may appear
ambiguous, broader patterns - such as emotional tone, fixation, or ideological
alignment - can signal elevated concern.

Drawing on research in behavioral threat assessment and digital risk analysis,
Dechefr uses a structured set of twelve risk indicators. These indicators are
grounded in the concept of warning behaviors and were selected for both their
theoretical relevance and their practical detectability in digital text. This makes
them suitable for both manual and automated assessment processes. Together,
the twelve indicators provide a multidimensional framework for assessing
written communication. Each indicator reflects specific behavioral or linguistic
patterns that, when present, may suggest an increased risk of targeted violence.

In Dechefr, the twelve indicators are automatically detected and assigned
preliminary values, which the user can review and adjust. Compared to the
overall risk index, these indicators require more nuanced professional
judgment, taking into account the specific context and details of the case.
Dechefr highlights sentences that may correspond to particular indicators,
allowing analysts to review these excerpts, verify whether an indicator is
present, and adjust its value if needed. Relevant sentences can also be saved
and included in the final assessment report to document the analysis.
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Dechefr is designed to be integrated into existing threat assessment workflows
rather than replace established professional judgment or organizational
procedures. It functions as a decision-support system, providing structured
input that can be combined with interviews, behavioral data, case history, and
other contextual sources. By standardizing the analysis of communication,
Dechefr helps reduce variability between assessments and improves
transparency in how conclusions are reached.

Dechefr is continuously refined through ongoing research and feedback from
practitioners in the field of behavioral threat assessment and data science. As
new empirical insights emerge, both the indicators and technologies to detect
indicators are updated to reflect the latest understanding of targeted violence
risk.

Dechefr Threat Assessment - Pricing

* Price: $250 / month (cloud-based solution)

» Setup & Onboarding (including training sessions): $250 (one-time fee)
Includes:

» Access to the latest version of Dechefr Threat Assessment, including
the structured professional judgment protocol

* Choose between manual, semi-automated, and fully automated
analysis

* Continuous updates and improvements

For tailored or on-prem solutions, contact us for more information.
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At Mind Intelligence Lab, we combine over 50 years of
research with cutting-edge Al and psychology to assess
threats. Our forward-thinking innovation helps protect
organizations worldwide — because lives depend on it.

mindintelligencelab.com

Are you ready for Dechefr?
Contact us at info@mindintelligencelab.com
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